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Oobo3nauenusn

* ~ ~

{01} - MHOXXECTBO JABOWYHBIX CTPOK IPOU3BOJIBHON KOHEUHOM IMHBL;
n (V)

{01} - MHOKECTBO JIBOMYHBIX CTPOK JUIMHOW 71 OWT;

n (v
{0}" - nBowumas crpoxa u3 n Hyneii;

| A| - nnuHa cnoBa A B O6uTax;
A® B - nobutHoe cioxeHue ciioB A u B mo mod 2, wim nonpocty XOR;

ABB - cnoxenue cioB A u B mo mod2*°;

< omeparop NpHCBOCHNUS;
|| - koHKaTEeHAIHS;

GF (2) - nosie ['aimya xapakrepucTuku 2.

Beeoenue

Kpunrorpaduueckue X311 GyHKIUN UTPAIOT (HYHIAMEHTAIBHYIO POJIb B COBPEMEHHOM
kpunirorpaduu. ['oBops B 0611eM xa11 GyHKIUS 7 0TOOpakaeT TBOMYHBIC CTPOKHU
MPOM3BOJIBLHONM KOHEYHOH JITMHBI B BEIXOIbI HEOONBINON (Hampumep, 64, 128, 160,192, 224, 256,
384, 512) dbuxcupoBaHHOM ITTHHBI HA3BIBAEMBIC X2 BeIUYUHAMY 33 TIOJIMHOMUATILHOE BPEMSI:

h:{01}" —{o1}",
rae {01}* € UieN {Ol}i (BI'OCT P 34.11 — 94 n=256). OcHoBHas ujaes KpUnrorpapuyeckux

(GYHKIHMA COCTOUT B TOM, YTOOBI XOIIT BEJTMYMHBI CITYKUJIM KaK KOMIIAKTHBIN penpe3eHTaTUBHBIN
00pa3 BXOJHOM JBOMYHOM CTPOKH, U UX MOXKHO HCIIOIH30BaTh KaK €CJIM Obl OHH OJHO3HAYHO
OTOXKJECTBJISUTUCH C 3TOW CTPOKOM, XOTsI 7151 00J1acTH onpeseneHuss D u o0iaacTu 3HaYeHUd R

c |D| > |R| (MMerOTCsl BBUAY MOILIHOCTH MHOXKECTB), QYHKIIMS TUIIA “MHOKECTBO — OJJUH"

HOpa3yMeBaeT, YTO CYLIECTBOBAHUE CMOAKHOGe Ut (TApBl BXOIOB C OAMHAKOBBIM BBIXOI0M)
Hen30exHo. O0IacTh NPUMEHEHHS XAI (PYHKIIUU YETKO HE OTOBOPEHA: UCIOIB3YeTCs “‘IUIs
peanu3anuu npoueayp JeKTpoHHo# mudposoit moanucu (DLIT), mpu nepenade, 06padboTke u
XpaHEeHUH UHPOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMaxX .

Coo01meHus ¢ mpOU3BOJIBHOMN JITMHBI MOXKHO CXKaTh UCTIOJIB3YS X3 (DYHKIIHIO C
(UKCHPOBaHHBIM pa3MepOM BX0/1a IPH HOMOIIH ABYX METO/IOB!
— TIOCTIEIOBATENBHOTO (MTEPAIIIOHHOTO);

! Vuebusiit nentp «MHOOPM3AILUTA» 127018, r. Mocksa, yn. Obpasuoea, 38 a/a 55
(095) 289-4232, 289-8998, 289-3162, 219-3188
shefanovski@infosec.ru



— TapaJuIeIbHOTO.
Cozgarenu ['OCT P 34.11 — 94 nonuu no nepBomMy MyTH U UCIIOIb30BATIM METOJ
MOCJIEI0BATEIBHOTO X3UIMPOBAHUS UCTIONB3YIOMINNA X3 (DYHKIHIO ¢ (PUKCHPOBAHHBIM

2n n
pa3mepoMm Bxoja /i : {01} — {01} (cM. Puc. 1), To ecTb pyHKIHIO C3KaTHS ¢ KOI(PPHULIIEHTOM

2.

m m, m

| | i
w h, h, By Prones
— H » H —» — H E—

Puc. 1 MeToa nocjieqoBaTeJbLHOI0 X3IIUPOBAHUA

Ecnu Heo0X01uMo X31IUpoBaTh COOOIIEHUE m = (ml, my,..., ml) , TO X3LIUPOBAHUE

BBITIOJTHSETCSI CIEAYIONTUM 00pa3oM:
hy — 1V,

h, <—H(ml,,hH), onai=12,...,1
h,. —h.

umoe

3neck H, - pyHKUus cxarus, a A, - IepeMeHHas! CLEIICHUS.

Ecnu mocnennuit 6710k MEHbIIE YeM # OUT, TO OH HAOMBAETCS OJTHUM M3 CYIIECTBYIOIINX
METOJIOB J10 IOCTHKEHUS JJIMHBI KpaTHOU 7 . B oTnnyne oT cTaHgapTHRIX IPEANOChUIOK, YTO
cooOIIeHne pazouTo Ha OJIOKHU M MpOoU3BeAcHa HAOMBKA MocieaHero 6oka (hopMaTupoBaHue
BXOJIa allpUOPH ), €CIIM HEOOXO0IUMO, 10 Havaja x3mupoBanus, To B OCT P 34.11 — 94
MpoIIeIypa XAIMIMPOBAHMS OKUIACT KOHIIA COOOIICHUS ((hopMaTUPOBAHNE BXOAHOTO COOOIICHHUS
noctepropu ). HabuBka mpou3BOIUTCS CIEAYIONIMM 00pa3oM: MOCIEIHUI 00K CIBUTACTCS
BIIPaBO, a 3aTEM HAOWBAETCS HYJSIMU JI0 IOCTH)KCHUS JUTUHBI B 256 OHT.

Ha nepssiit B3 anroput™ xammmpoBanust mo 'OCT P 34.11 — 94 moxxHO KitaccupuimpoBaTh
KaK yCTOWYUBBIN K CTOJIKHOBEHUSM (7 = 256 , clieoBaTEIbHO aTaka 1o MapajgoKCcy JTHEH
poXieHns ToTpebyeT npudnu3uTensHo 2°°°% oneparuii XoIMpoBaHus) KOJ BHIABJIAIOIIMI
moaudukamuu (Collision Resistant Hash Function, CRHF), cMm. 3amedanue 4. Henb3s 3a0bIBaTh,
yro X311 ¢pyHkuuio o 'OCT P 34.11 — 94 moxHO Jlerko npeo0pa3oBaTh B KOJ ayTEHTU(DUKAIIIH
coo01IeHus TH00BIM H3BeCTHBIM MeToa0M (Hampumep, HMAC [1], MeTogoM ceKpeTHOTo
npedukca, cypdukca, 000109kd U T.1.). OJHAKO KOHCTPYKTOPHI MPEAYCMOTPEIH
JIOTIOTHUTEJIbHBIE MEPBI 3aIUTHI: TapalieIbHO PACCUMTHIBAIOTCA KOHTPOJIbHAS CyMMa
MPEJICTABIISIFOIIAst COO0M CyMMY BCeX OJIOKOB COOOIIEHUs (TIOCIEIHUNA CYMMUPYETCS yiKe
Ha6uTHIM) 110 nipaBuny A+ B mod2*, tne k =| A|=|B|,a | 4| u | B| 6utosble AaKHEI cOB A
U B (nanee Ha pUCYHKax U B TEKCTE 3Ty Omepanuio 0yaemM 0003HauyaTh 3HAUKOM & ), U OUTOBas
JUTMHA X3IIHPYEMOTro coobmeHns npusoaumas o mod 2*° (MD - ycunenue), KOTOphIE B

(buHaTBEHON QYHKIMH CKATHS UCTIOIB3YIOTCS JIJISl BEIYUCICHUS] HTOTOBOTO Xo1ma (cM. Puc. 2).
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Puc. 2 Oomas cxema ¢pyaknun x3muposanus no F'OCT P 34.11 — 94

3ameuanue 1 (HabuBka) YKa3bIBaTh B EPEIaBaACMOM COOOIIEHUH CKOJILKO OBLIO JOOABICHO
HyJIeH K mociiefHeMY OJIOKY He TpeOyeTcsl, TaK KakK JJIMHA COOOIIEHUS y9acTBYeT B
XJIIMPOBAHUHU.

256 | m, |

A
A J

m, m, . m, 00...0 m,

{0}256f|m,|

Puc. 3 HaouBKa coo0meHus

3ameuanue 2 (HauanbHbil BekTop [V ) Cormacuo 'OCT P 34.11 — 94 IV - npousBoibHOE
(bUKCHPOBAHHOE CIIOBO JUTHHOM 256 6ut (IV € {01}256 ). B Takom ciiyuae, eciii OH aipHOPHO HE

U3BECTCH BEPH(PHUIIMPYIONIEMY LETOCTHOCTh COOOIIEHHS, TO OH JIOJDKEH IepeaBaThCsi BMECTE C
cooOmieHreM ¢ rapantueit enoctHocTy. [Ipu HeOOMBIINX COOOIIEHUIX MOXKHO YCIOKHUTh
3a/1a4y IPOTUBHUKY, eclu [V BBIOMpaeTcst u3 HEOOIBIIIOTO MHOKECTBA IOMYCTUMBIX BETUYUH
(HO TIPH STOM yBEITHMYUBACTCS BEPOSTHOCTH YTaJAbIBAHUS XOIII BEJIMYMHBI IPOTUBHUKOM). Takxke
OH MOXET 33JIaBaThCsl B paMKaX OpraHU3alluy, TOMEHA KaK KOHCTaHTa (0OBIYHO KaK B TECTOBOM
npumepe).
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/Jlemanvnoe paccnompenue
1. @yuxkuyusa corcamusa enympennux umepayuit (no 'OCT “wazoean pynxkyus
Xouuposanun’”)
OyHKIUSA CKATHI BHYTPESHHHUX HTepaiiuii X oToOpaskacT JBa CJI0Ba JIHHON 256 OUT B OJHO
CJIOBO IJTMHOMU 256 OUT:

X : {01}256 % {01}256 N {01}256 ,
W COCTOUT U3 Tpex mporeayp (cm. Puc. 4):
— IlepememmuBaromiero npeodpazoBanus (IO CYIIECTBY MOAUDUITMPOBAHHON CXEMBI
Oeiicrens),
— udpyromero nmpeodbpa3zoBaHus;
— ['eHepupoBaHUA KIIOUEH.

npeobpasoBaHue

|
|
i
nepeMeluvBaiLlee |
|
|
|
X(h,.fl,ml.,s,.) [

Y
S,

1

y

wmndppytoLee
npeobpasoBaHue,
reHepvpoBaHue
Kroyen

Puc. 4 Crpykrypa ¢pynknun cxatus B TOCT P 34.11 — 94

a) Ilepemewiusarouiee npeoopazosanue
31eck uCnoab30BaHa MOIUGMUITMPOBAHHAS JJIs XAIIUPOBaHUs NiepecTaHoBKa Deiicrens, rae 7 -
OWTHBIN BXOJ pa3jiensercs Ha k OJIOKOB MO 7 OUT, TaK YTOOBI kI = n :
r r r r
F {01} x---x{01}" — {01} x---x{01}",

i l

rae p - BxogHoe coobuenne. ITycts Bxox A =(4,,...,4,)€{01}", a Beixoz
B=(B,,...,B,)€{01}", rorna F,(A)onuceiBaercs cieaylomum 06pazom:
BI <_Al @fp (Aza aAl)a
B «—4,..,B A4,

Cxemarnuecku monuduipoBannas ¢pynkius dericrens npeacrasiena Ha Puc. 5 (6e3
NPETeH3UI Ha OOIIHOCTE).
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Bl Bl—l Bl
Puc. 5 MoaudunmpoBannas cxema deiicrens i X3UIMPOBAHUS

[MepemermuBaromiee mpeoOpa3oBaHUEC UMEET BUJT
hy=X(m,h_,s,)=v" (hH ® 1/)(m,. Gy (sl.)>),

rae v’ - j-a crenenb npeodpaszosanus 1 . CXeMaTHUecKu JaHHOE IPeoOpa3oBaHKe
npeacraBiieHo Ha Puc. 6.

o]
<
)

Puc. 6 IlepememuBarmee npeodopazosanue 'OCT P 34.11 — 94
3ameTtuMm (cM. Puc. 6), uro s, BeBoguTes u3 A, (cM. Puc. 4). @ynkuus

) {01}256 — {01}256 npeobpasyer cioo 7, ||+ || 7, 7, € {01} ,i = 1,16 B crroso
e, DNy @, N B0y || M [l s [+, (em. Puc. 7).
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Puc. 7 @®yuxuusi ) nepeMelIMBAIOIIEr0 NPeodpa3oBaHus

3ameuanue 3 DyHKIUA v NepEeMEIINBAIOIIEr0 TPeoOpa3oBaHus HE YIOBIETBOPSIET
CIICTYIOIIMM JIOKAJIbHBIM KPUTEPHSM:

— 0-1 cbanancupoBaHHOCTHU (TapaHTUPYET, UTO BBIXObI (hyHKIMK OyayT O uiu 1 ¢
BEpOATHOCTHIO 0,5 KOorja BXo (PyHKIIUN BEIOUPAETCS CIy4aifHO U PaBHOBEPOSTHO HAJ
BCEMH BO3MOKHBIMH BEKTOPAMH);

— Oomnpoit HenuHeHHOCTH (DyHKIUS f HaA3bIBACTCS JUHElHOU (pyHKyuell, ecnu [ UMeeT

BUJ f(xn,xnfl, ,xl) =ax,ba, x,  D...Dax Da,,T0€ a € GF(Z); Ecin

00paTuTh BHUMaHUE Ha BUJ QYHKIIUN v , TO OUYEBHJIHO, YTO ITO JUHEHHas PYHKIHA);

— crporomy JaBuHHOMY Kputeputo (Strict Avalanche Criterion, SAC) (roBopAT, uto f
YAOBJIETBOPSIET CTPOTOMY JIABUHHOMY KPUTEPHIO, €Clin [ Kaxaoro 1 <i < n,
JIONIOJIHEHHE X, JIacT B pe3yJbTare BbIXOA [ sBIsIOMiics qononHeHueM ains 50% Beex
BO3MO>KHBIX BXOJIHBIX BEKTOPOB).

Kpowme 3Toro B nepemerrpaiomieM npeodpasoBaHuu MPUMEHSETCS TOJIBKO OJHA (QYHKIIHS ¥ ,a
CJIEIOBATENIbHO OHO HE 00J1a/laeT CAeAYIOIUMHU OOIIMMH CBOMCTBAMU:

— JIMHEWHOU HEIKBUBAICHTHOCTH CTPYKTYPHI (IBe GYHKIUU f U g JuUHeliHO
9KBUBAIEHMHbL NO CIMPYKMYpe, €CIU f MOXHO Mpeo0pa3oBaTh B g JHUHEHHBIM
npeoOpa3oBaHUEM KOOPIUHAT U JOMOJHEHUAMHU (DYHKIIHMH, T.€ UMEeTCs HeOCOOCHHAs!
nxn marpuua A Hag GF(2) aTaxxke Bextop B €V, Takoii uro f(xA® B)=g(x),

w f(xA®B)®1=g(x),rne x=(x,,X, , ... ,X, ) ; 5TOT KpUTEPHii rapaHTHPYET, UTO

(GYHKIIMM UCTIONB3YEMbIE KPUNITOTPahUUIESCKIM aJITOPUTMOM HE 00J1aJal0T CXOKECTHIO

CTPYKTYpBI);
— B3aMMHOW HEKOPPEJIUPOBAHHOCTH BHIXOAOB (PYHKIIMU [ U 63aUMHO HEKOPPENUpPOB8aHbl

no evixody,ecmu f, g u f &g - 0-1 cbanancupoBaHHbIC HEIUHEHWHBIE (DYHKIINU;

rapaHTHPYeT, YTO MOCIJIeA0BATEILHOCTH (QYHKIMI HEe Oy1yT B3aMMHO KOPPEIUPOBAHHBI
WJIU Yepes3 JTMHeHHbIe (YHKIUH, WU Yepe3 CMEIICHUE B BBIXOIHBIX OUTAaX).
OcTaetcs BOnpoc, U3 KaKiuX KPUTEPUEB UCXOAMIN KOHCTPYKTOpa?
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0) Iloonpozpamma 2enepuposanusn Kirouei
Jlannas moamporpamMma HCIob3yeT cieayromue GyHKINN U KOHCTAHThI:

— KoHcranTs
C,,C, = {0}, C, = 0x/04£000£700£0£f00£0,/004 01000
—  ®OyHKUUA
o P:{01}"" = {01} Tlyets X =&, ||&, ||---||&, Torna
P(X) =&, 1€y I+ 1€, T1€ (i +1+4(k 1)) =8i+k, i=0,3, k=18.
o A: {01}256 — {01}256. IMycts X =x, || x; || x, || x,, TOrOa

A(X):(x1 EBX2>||X4 I, | x,.

Auaroputm 1 I[loonpoepamma cenepuposarnus kirouetl
L. U—m,V—h_W—U®V,K —PW)

1—

2.y j oT 2 OT 4 BBIIOJIHAEM CIIEAYIOLIEE:
21 U—AU)®C,V—A(AV)),W —UGV,K,—P(W)

3. Bexon (K,,K,,K,,K,)

8) Ll Iugppyrowiee npeodpazosanue
OCHOBHBIM (YHKIIMOHAJILHBIM MTPEIHA3HAUYCHUEM SIBIISIETCS mosrydenue s, u3 A, . Ilycts

=R B R TR tae B € {01}, j=14, a s, =5 ||s] ||| s), rae
sfe{01} , j=1,4. Torna
s/ <—E/(hl 1)

rne j = 1,_4 , E, - mm¢poanue no 'OCT 28147 — 89 B pexume IpoCcTOil 3aMEHBI.

CxemaTudecku 3To n3o0paxeHo Ha Puc. 8.
hi4—l

l

N h? b
l l l
K, E K, E K,~» E K— E
i l l
s s} s

Puc. 8 lllndpyromee npeodpa3oBanue

4 3 2 1
3ameuanue 4 Kax BugHo s, =5, || s; || s; || s; - KoHKaTeHauus 64 OUTHBIX CJIOB, IOJIyYE€HHBIX B
pesynbrare mudposanus. Ciae0BaTeIbHO, B CBETE 3aMEUaHus 3, S; MOKHO ObLIO Obl aTaKOBATh

0 YacTsIM, HO 3TO MPEAOTBPAIASTCS Ka3yalbHbBIM T€HEPUPOBAHUEM KITIOUCH (B JAHHOM Cllydae
m, ¥ h_, BBICTYNAIOT B POJIN KJIIOYA JJIS1 BHIBEJICHUS KITIOUYEH).

3ameuanue 5 (S-6;10ku npu mMUPOBaHUU B PEKUME IPOCTOH 3aMeHbl) CorylacHO cTaHAapTa
I'OCT 28147 — 89 S-610ku He ompeieNieHbl, HO YKa3aHO, YTO OHU JIOJDKHBI Ha3HAYATHCS
BBIIIECTOSIIUM opraHoM. ClieZIoBaTeIbHO OHH JIOJDKHBI YYUTHIBATHCS KaK JJAaHHBIC
WHUIMAI3AIUK (PYHKIIUU XOIIUPOBAHUS, i B ONPEEICHHON CTETICH! BIUSIOT Ha €€ CBOMCTBA.
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2. @yuxyua cocamusn QuHanibHOU umepayuu

OyHKIMS cKaTUsl GUHAIBHON UTEpaIK POU3BOIUT UTOTOBYIO X311l BETUUUHY, 3aBUCSIIYIO
OT pe3yJibTaTa X3IIMPOBAHUS MOCIEI0BaTEIbHBIM METOI0M, KOHTPOJIbHOM CyMMbI T0 mod 2
¥ JUTHHBI COOOIEH s B OUTaX MpHBeaeHHOi Mo mod 2°°° :

m/ xh_ x¥,xL —h

umoe

256

rae m),h_,%,,L, € {01}

Puc. 3). Cnavana BeruucisieTcss OMTOBas JUIMHA MOCIEAHETO (HEHAOUTOTO) 010Ka COOOIICHHUS

, ml’ - MOCJIeTHUI HAOUTHINA HYISIMU OJIOK (€clTi HE00X0UMO, CM.

|m,| <256 6ur. Eciu |ml| < 256, TO MPOU3BOAMUTCS €ro HaOMBKa CIIpaBa HYJISIMH JI0

o 256—|m,
JIOCTHKEHUS JUIMHBI 256 OUT M MOJTy4aeTCs HOBBIH OJIOK ) «— {0} i m, . Beraucistores

MTOTOBast KOHTPOJIbHAS CyMMa X, «— X, , @ m, | JJIMHA BCETO COOOIIEHHS
L+ L  + ‘m' ‘ <mod 2% 6) . TlapaiensHO BBIIONHAETCS MOCIEAHSS UTEPALUs
h —X <m', h,fl) . 3aTeM BBIYMCIIAIOTCA IIEPEMEIIMBAIOLIME NpeoOpa3oBanus /4, < X (Ll , hl)

uh, —X (E s +1) , JaBasi B pe3y/bTaTe UTOTOBYIO X3II BEIHYUHY /1

umoz *

Tenepp nanum GopmanbHOE OMMUCAHHUE ATOPUTMA!

Anzopumm 2 Boiuucnenue xsw ¢pynxyuu no 'OCT P 34.11 — 94

Bxo00: nBonuHoe coobuienre M , 610K 3aMeH s IU(POBAHUS B PEKUME MTPOCTOM 3aMEHBI
o TOCT 28147-89, nawanshiit Bexrop 1V € {01}

Buixoo: xa1m BenimuunHa £ Ui cooOwenus M .

umoe

1. Huuyuanuzayus anzopumma h«— IV % «— {0}256 L — {0}256 .
2.@yukyusa crcamusa enympennux umepayuit [loxa |M | > 256 BBINOJIHAEM CIIEAYIOLICE:
2.1. h<X (ms , h) (uTeparys METOa MOCIIeIOBATEILHOTO XAIIUPOBAHHS),
22, L—L+ 256<mod 2% 6) (uTeparysi BBIYUCICHUS AJIMHBI COOOIICHHUS ),

2.3. Y+« X ®m, (uTepauus BBIYMCICHUS KOHTPOJIbHON CyMMBI).
3.Unaue (¢hynkyun cocamusn punanvroi umepayuu)

31. L—L+ |m| <m0d 2% 6) (BBIYHICIIEHUE TIOJTHOU JJTMHBI COOOIICHMS ),

32. m' — {0}2567‘"1‘ m (HaOWMBKa MOCIIEHEro 6JI0Ka),

33. Y« Y ®m' (BbluMCIEHHE KOHTPOJILHOM CYMMBI COOOIIEHHMS),
34. he—X(m' h),

35. h+ X(L,h) (MD - ycunenue),

3.6. h,, —X(Z,h).

4.Buvixoo (h

umoe )
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3aknrwuenue W3 npuseneHHoro Boiuie onucanus xau pyHkuuu mo I'OCT P 34.11 — 94 moxHO
ClIeNIaTh CIEAYIOIINE BEIBOBIL:

Bynesa ¢pyHnkuus nepemernBaioniero npeoOpa3oBaHus JUHEHHA U ee IPUMEHEHUE
HEOTPaBJaHHO — 3TO MPUBOJUT K CHIXKEHUIO CKOPOCTU 00pabOTKHM JaHHBIX U3-3a
0O0JIBIIIOrO YKCIIa MOBTOPEHUH MEPEMEIINBAIOIIETO MTPeoOpa3oBaHus s TOCTUIKECHUS
“3amaHHoOr0” ypoBHs 6e30omacHocTH (B mepByto odepens SAC);

HIudpyromee npeodpazoBaHue, IpU ONPEIEICHHBIX JTOMYIECHHUIX, HEBO3MOKHO
aTaKoBaTh IO YACTSM, a, CJICIOBATEIBHO, (PYHKITHIO CIKATHSI MOKHO CUUTATh CTOHKOM K
cronkHoBeHUsiM (CRHF);

ANTOPHUTM X3IIUPOBAHUS SBISETCS METOAOM MOCIEA0BATEIHHOTO X MUpoBanus ¢ MD —
ycuseHueM (KodpuuueHT cxarus 2);

Hcnonp3yeTcst moctepuopHoe (popMaTHpoBaHUE COOOIICHUS;

CTOHKOCTB X311 (YHKITMU B U3BECTHOM MEpE 3aBUCUT OT BhIOOpa OJIOKOB 3aMEH B
mu@pyromeM npeodpa3oBaHuM, K TOMY K€ OHU OJJUH U3 MapaMeTpOB UHUIMATN3ALIUN
aNropuTMa XAIIUPOBAHUS;

IV B cranmapTe He GUKCHPOBAH, a 3TO MOAPA3yMEBAET, UTO HEOOXOAUMO BBHIpabOTaTh
MpaBuJjIa €ro UCIOJIb30BaHus (CM. 3aMeuaHue 2), K TOMY )K€ HMEETCsl OOJIBIIION Ki1ace
aTak Ha MCEBJIOCTOJIKHOBEHUS NP He hukcupoBanHoM [V [3];

CKOpPOCTh 00OPa0OTKU JaHHBIX X3 (PYHKIIUEH 3HAYUTEIHHO MEHBIIIEC YeM y aHAJIIOTUYHBIX
no BHemHUM napamerpam HAVAL, SHA-256, a Tem 6onee octansHoro MD-cemeiicTsa,
U3-3a MOMBITOK JIMKBUIUPOBATH OYEBH/IHBIE OITUIOIIHOCTH KOHCTPYHUPOBAHHUS
yCIOKHEHUEM (YHKIIUHU COKATHS;

npUOIN3UTENbHAS CKOPOCTh peanu3auu 4/5 OT CKOPOCTH peain3alliiy JeKaIlero B
OCHOBE aJITOPUTMA MU(POBAHNUS,

3aBHCUMOCTH TMOJTY4aeMON X3II BETHUUHBI OT JJIMHBI UCXOHOTO COOOIIEHHS UCKITI0YaeT
BO3MOXKHOCTh MPOBEACHUS aTaKy Ha JAJTMHHBIE COOOIEHUS Il BTOPOTo Mpoodpasa;
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